OoNMnacHOCTb

NHdopMaLMOHHaNA
es




AO «PT-HdhopmaLmMoHHaa 6€30NacHOCTb» onpeaesieHo eanHbIM LLEHTPOM KOMMNETEHUNI NO

o KOM na H “ " TEXHO/IOrNYECKOMY 06ecneyYeHmno KOprnopaTMBHOM CUCTEMbI MHPOPMALIMOHHOM 6€30MacHOCTH
I I I [ocypapcTBeHHOM KOprnopaunn «Poctex» N ee opraHmsaumim Ha OCHOBaHUK NMpUKas3a

[ocypapcTBeHHOW Kopnopauunn «<Poctex» N°59 ot 24.08.2022

«PT-UHpopmMaLymoHHaa 6e30nacHOCTb» — 3TO:

[locTpoeHune
3aLUMLLEHHbIX
aBTOMATU3NPOBAHHbLIX  m

/MHGOPMALIMOHHbIX )
cucTem

3awmTa
KPUTUYECKOW
MHOPMALMOHHOW

MHPPACTPYKTYPbI
(KNIN)

[locTaBka u
HaCTpoWKa
NPOrpaMMHbIX
CpeAcTB 3aLuThl
MHpopMaLnN

3awumTa
nepcoHanbHbIX

* JaHHbIX (MAH) n

rOCya4apCTBEHHbIX
MH(POPMaLMNOHHbIX
cuctem (F'MC)

MOHUTOPUHT U
pearnpoBaHue

Ha KOMMbIOTEPHbIE
NHUMOEHTbI

(SOC — ueHTp)

OkasaHue ycnyr B
o6nactn Nb, Bknoyas
TeCTUpoBaHMe Ha
NMPOHNKHOBEHUE U
OLLeHKY 3aliULLEeHHOCTH
cornacHo 250 ykasy
[Npe3nageHTa PO



NOoCTNXEeHUA KOMIMaHUN
—_—

RT
CobcTBEHHAA 3KOCMCTEMA NPOAYKTOB E] )
NoO aBTOMaTU3NPOBAHHOMY BbISAB/IEHUIO

EDR

rotect
|

N NnpecevyeHnto kKnbepyrpos [

EASM

ARt T ™ RT
L Protect L Protect
4 B KoprnopaTtnBHasa niatopma KOMMyHUKaUnn ans

EQVHBIA LEHTP MOHUTOPUHIA U pearnpoBaHns Ha
KOMMbIOTEPHbIE NHUMAOEHTbLI [ockopnopaummn «<Poctex».
[NogkntoueHo 6onee 40 opraHmnsauunii

B3aMMoOencTBmna mexay paboTHUKaMmM opraHmsaunun.
Ncnonb3yetcs B Tockopriopaummn «Poctex»; AO «OlMK»
AO «KBl'l» um. A. I'. LLUnnyHoBa; AO «PT-Perucrtpatopy,
OOO «PT-PasButmne 6usHeca»

(

copeBHoOBaHui no b

.

C9IRT
L J Protect

SOC

KomaHga cneumnanncrtoB PT-UHdpopmaLlmoHHas
6e30nacHOCTb B posun «Blue team» 3aHsana
1 mecto B Kubepburse 2022 — 0IHOM 13 K/IHOYEBbIX

l MNucdhopmaumoHHan
I I 6e30nacHoCTb

KomaHaa cneuyunanuctoB PT-Ub nmeer
OonbLIOW NpaKTU4YeCKUm onbIiT B o61actu
ob6ecneveHna UIb kak B rocygapCTBEHHbIX,
TaK U B KOMMEpPYECKNX OpraHn3aumnsax.

r 1 FocyaapcTBeHHas koprnopauua «Poctex»
PeannsoBaH KOMM/MIEKCHbIW MPOEKT MO

LJ ycnyram kmoéepycrtonumsoctn U T-
PocTtex MH(PACTPYKTYPbI KOpriopauumn

NMNAO «OAK»

[lpoBegeHoO MacwTabHoe TeCTUPOBAHME Ha
NPOHUKHOBEHME rOSIOBHOIO XO/1amMHra u
MHOXECTBA ero Ao4epHMx opraHmsauni

AO «HIK “YpanBaroHsaBsopn”»
BbICTpOEHbI NpouUeCChbl MOHUTOPUHIA
N pearmpoBaHmMa Ha 6a3e LNPOKOIro
cnekTtpa C3U



CoBpeMeHHble TeHAeHLUUN

®)

\_)

PaclumnpeHne pasHoobpa3na NMCrnosib3yembixX

019 HaNnMCaHUsa BpeaoOHOCHOro
NporpaMMHOro ob6ecneyeHnsa A3biKoB
NPOrpaMMmMPOBAHNSA N TEXHOMOIUN,
YCTOXXKHEHNE apXUTEKTYPbI

Bceé 6onee cnoXHble coUMOTEXHNYECKNE
aTaku, 4To TpebyeT NOoBbILLUEHUS
OCBEeAOM/TIEHHOCTN B UHQOPMALMOHHOW
0e30MnacHOCTN pAA0BOMY PAaObOTHUKY

il

l MNucdhopmaumoHHan
I I 6e30nacHoCTb

PoCT akTMBHOCTW rPynnMpoBOK,
CBA3aHHbIX C OHOW N3 CTOPOH KOHM/IMKTA

2Kcnnyataumsa ya3BMMOCTEW:

» Microsoft Exchange (ProxyNotShell - CVE-2022-41040)
- Apache Tomcat (Log4Shell - CVE-2021-44228)

« Microsoft Outlook Elevation of Privilege
(CVE-2023-23397)

- Vmware Spring Framework (Spring4Shell
CVE-2022-22965)

Kak cnegcrBume, NnoBbllLEeHMe
TpeboBaHMN K 3aLLUNTE KOHEYHbIX TOYEK



JinHenka peLueHun i L
— > LJd

ycnyru Npoaykrol

» RT Protect SOC E D R
Protect

p OueHka 3aWmLeHHOCTH
» RT-Retro Tl
> Ayaut VB Protect
» RT Protect Awareness
P TecTMpoBaHWE HA MPOHUKHOBEHME Protect EAS M
» [MpoekTtnposaHne COUB
Protect N TA

RT
link

Protect AI




l WUHdopmaumoHHas
I I 6e30nacHoCTb

OueHka
3alUMLLEHHOCTM
——————

4 )

OueHKa 33U LWEHHOCTU — KOMMNIEKC paboT No oLeHKe
3aLUMLLEHHOCTU MHOPMALMOHHBIX CUCTEM OpraHmn3aLnn.

Llenbto BbINOMHEHNA paboT ABNAETCA NONyYeHne
O0OCTOBEpPHbIX cBeaeHUn 06 ypoBHE 3alUNLLEHHOCTU
MH(POPMaLMOHHON MHMPPACTPYKTYPbl 3aka3ynka oT
peanusauun Hegonyctnmbix cobbituin (HC), BbiaBneHue
cnenoB KOMMpPOMeETaUmMmn, a Takxke BbipaboTKa MapLUPYTHOM AonosHuTeNnbHO MOXET NPOM3BOAUTLCSA

KapTbl MO MOAEPHM3AUNN MHPOPMALMOHHOW MHMPPACTPYKTYPHI. PeTPOCNEKTUBHbIA MONCK MHAUKATOPOB
KOMIMpomMeTauumn.




TecTupoBaHue Ha NPOHUKHOBEHMUE E‘.PT
B

Llenbio BbINO/IHEHUA PaboT ABNAETCA MMUTALUUA AENCTBUSA peasibHOro 3/10yMbliLlU/IeHHUKA.

PaboTbl NPOBOAATCHA METOAOM «4EPHOIr0 ALLMKAE» C Lefiblo MPOBEPKM MOMHOTbLI, 9P PEKTUBHOCTM N AOCTATOYHOCTH
Mep No 3aluTe nHpopmaumm, NPUHATLIX HA OCHOBaHUN TpeboBaHUM OEUCTBYIOLLEro 3aKoHOo4aTENbLCTBA U
OOLLENPUHATLIX MPAaKTUK No obecnevyeHnto 6e30nacHOCTU MHPOPMALMOHHOW MHAPACTPYKTYPbl OObeKTa.

TeCTMpOBaHVIe BK/1lO4HaeT cnefnyrouiume 3Ttanbl.

01. Ataku METOAAMM COLMANbHOI MHXEHEPHN 06, MovcK yTeuek (AOKYMEHTbI, y4eTHbIE 3anucK
OpraHunsaummn)
02. Sxcnnyaraumus ysseumocteit 07, AHanus CepBUCOB Ha NMPEAMET HaSNYMS
{

OLMOOK KOHUrypawmm

03, 3aKkpensieHne B cucteme :
08. BuipaGoTka pekomeHaauUmii Mo NMoBbILLEHNIO

3aLUMLLEHHOCTU U 3aKPbITUIO BEKTOPOB aTak,
BbIAB/IEHHbIX NPU nccnegoBaHMmM MHPOPMALMOHHOMN
MHPPACTPYKTYPbl OpraHm3aunmn

04, louck cnabeix naponei (kak nonb3oBartesnen,
TaK U aAMUHNCTPATOPOB)

O5, AHanuns Beb-npunoXxXeHumn



TecTupoBaHue Ha NPOHUKHOBEHMeE re

MNucdhopmaumoHHan

I I 6e30nacHoCTb

Pe3ynbraTtbl BHELWWHEro TeCTUPOBaHUSA (+ KOMM/IEKCHOro):

Camble
nonynspHbie
BEKTOPbI aTak

O Mpown BHELWHN NnepuMeTp, nonasan B I0KasbHYO CeTb

O 3axBaTunu pecypchbl, HO He MPOLLIN BO BHYTPEHHIOKO CETb

@® [(lonyumnm HamsbiCcwne npusunerum B J1IBC

@ He 3axBaTMM HM OAHOrO pecypca

Camble
nonynsipHble
YA3BUMOCTH

onbku KoHdurypauum (goctynHa aupekropus .git, LFI)
= NONyYeHNEe KOHPUrypaunoHHbIX hannos
= CO3[aHune nosib3oBaTeN1sd C npaBaMu agMUHUCTPATOPA

= MPOKCHNPpOBaHUNE TpaCbl/IKa BO BHYTPEHHIOKO CETb CoumanbHas MHXXeHepusa

10/15 ycnewHo nony4yeH
yctapesuee NO (RCE) Reverse Shell
= CcO3aaHne nosib3oBartens C npaBamMm agMmMHUCTpaTopa
= MPOKCMpoBaHME Tpadnka B NIOKA/IbHYIO CeTb

owmnbku B ncxogHom koae web npunoxeHuna (SQLIinjection, LFI, RCE)
= NO/Ty4YeHNE KOHPUrypaunoHHbIX hannos

= CO3[aHune nosib3oBaTens C npaBaMmu agMUHUCTPATOPA

= MPOKCUpoBaHMe Tpadhmka BO BHYTPEHHIOK CETb

coumasnibHaA NHXeHepusa
= MoJ/lyd4eHne Y4ETHOM 3anmncu nonb3oBartend, NonyyeHne
Reverse Shell

CVE-2022-27228 (Bitrix vote module RCE),CVE-2021-34473 (MS Exchange RCE ProxyShell)
CVE-2022-41040+CVE-2022-41082 (MS Exchange RCE ProxyNotShell)



-

RT Retro RT Retro

Ha npeamMmeT KomMrnpomeTaunmm
-

RT-Retro — ycnyra petpocnekTMBHOro aHanmsa MHPOPMaUMOHHON MHAPACTPYKTYPbLI Ha npegMer
KoMmnpomMmetaumn. Bknodaet B ceb4 LeHTpannM3oBaHHbIM COOP AaHHbIX C KOHEYHbIX CUCTEM, X 0OO0PABOTKY U
aanbHenwmnm aHanns. OHa HeobxoamMmma Kak anga onpeneneHmna TekyLenm akTMBHOCTU 3/10yMbILLTEHHUKOB B
MHPOPMALMOHHON MHPPACTPYKTYPE, Tak U N9 YCTaHOBNEHUSA (PAaKTOB B3/IOMa, UMEBLUMX MECTO B MPOLLUSIOM.

Npeunmyuwiectea RT-Retro:

OnTnMmnsauuns npouecca aHanmsa cobpaHHbIX

ABTOMAaTM3aUMA Npouecca cbopa AaHHbIX
i

OaHHbIX
OnTnMmnsaumsa NCnosb3yeMbiX MHCTPYMEHTOB ABTOMaTM3aUNSA NPOLECCOB HOpMan3aunu
I
B 3aBUCUMOCTM OT ToYeK cOopa : n oboraleHna aaHHbIX

l UHdopmaLmoHHas
I I 6e30nacHoOCTb



dTanbl PeTPOCNEKTUBHONrO aHanns3a i LA
MHPPACTPYKTYPbI

LleHTpann3oBaHHbIN [lepegaya gaHHbIX B Busyannsauuns u
3anyCK MHCTPYMEHTA Logstash, oborawieHune aHann3 coobbITUI MO ]
cObopa gaHHbIX yepes Tl-nnatdpopmy BPEMEHHOW LWKane
[
: -
- q - |eme | T ~ B Ml — —
— @
-~
(- @@
BoiaBneHue [lepenava, Koppenauus dopmMupoBaHme

KPUTNYECKUX Y3/10B HOpManu3auuns u NONTYyYEeHHbIX OaHHbIX oTyerTa
MHPOpPMaLIMOHHOW o6paboTka gaHHbIX

NMHPPACTPYKTYPbI B Apache NiFi

10



MeToAUKM aHaIM3a KOHEeYHbIX ToYeK E‘.PT
B ———————————— >

>
>
>
>
>

[eHepauua MHUMAEHTOB
N3 CoOOpaHHbIX AAHHbIX

CurHaTtypHbI aHanm3 an/ioBon CUCTEMbI U
NamMAaTn NPOoLLEeCCOoB

Koppenaunsa noros

CTaTUCTUYECKUM aHanm3 gaHHbIX CO BCEX CUCTEM,
MOUCK aHOMaAnm

TunmnyHble mecta 3akpenneHna BIlO

O6oraweHne cobpaHHbIX AaHHbIX C MOMOLLbIO
Threat Intelligence

00°° |l Yrny6neHHbI aHanM3 KOHEYHbIX

TOYEK, YyHacCcTByrOLWUNX B UHUMNAEHTAaX

P XKypHanbl OC
} NHdopmMaumm o pannoBon cucrteme

} NMHdpopmauma o npoueccax, cepBucax, akTUBHbIX
CeTeBbIX COeQNHEHNAX

P VcTopuns akTMBHOCTY MPOLIECCOB W
NO/Ib30BAaTENIbCKUX CECCUM

P CpaGotku c C3U

"



RT Protect SOC

—

OCHOBHbIE XapaKTEePUCTUKM:

{% [NoakntoyeHne caMbix Pa3HOOOPAa3HbIX
NCTOYHNKOB cobbiTnn b ona apdhekTnBHOro

96 @ MoHUTOpUHra

O6wnn o6bem obpabaTbiBaEMbIX
COObITUI B CEKyHOY

100 000 EPS

l UHdopmaLmoHHas
I I 6e30nacHoOCTb

-

RT Protect SOC

— LUEHTP MOHUTOPUHIa U pearnpoBaHNA Ha
MHUMAOEHTbI MHQOPMALMOHHOWM 6e30MacHOCT!.

J

CpeaHee BpeMa o6paboTku

MHLUMOEHTA:

12 muH 30 cek

6onee 1000

NnpaBun AETEKTUPOBAHNSA BPEAOHOCHOM aKTUBHOCTM

CpepgHee BpeM§a paccnefoBaHUS:

20 MuH 25 cek

12



RT Protect SOC i LA
e ———— o

L J e
Arent RT
Protect E D R i Protect T I

Protect EDR
3ap‘a‘-|l/|: PaGouve ctaHumm (C EDR) p >

KpyrnocytTo4YHbIM MOHUTOPUHI
P> Kpyrnocy . P cospersky ., lkaspersky
KopnopatneHowm IT- ecurity Center

MHPPACTPYKTYPbI
ViPNet TIAS  infotecs o y
P CokpalleHne BpemMeHm
OOHapy>XeHU4 @ elastic APAGHE l
NMPOABMHYTbIX aTak User Gate uji"UserGate
(dashboards)
P ddhdhekTnBHoe
npoTMBoaencTeme KOHTUHEHT 00') KoA g
N yCTpaHeHne nocneacTeum

logstash

P PaccnepoBaHue nHunaeHToB UMb q

BupTtyanbHble MalUWHBI,

n|'060r0 TV”-Ia CﬂO)KHOCTVI 6a3b| AaHHbIX
Filebeat,
> ObecneyeHune HenpepbIBHOCTU Auditbeat NHUMOeHTbI
6VI3H€C—I'IpOLI,eCCOB KoHTponnep
¢ (MHBEeHTapu3auna)
Winloab O6oralleHne T
PaGoune cTaHumm inlogbeat (TI)

(npn otcyTcTBUM EDR) DNS, FW, Netflow, etc.

13



NMpouyeccbl SOC

e

NMpouecc
ynpaBneHus
nHuunpgeHtamu Ub

Npouecc
MOHUTOPUHra
coobbiTun b

Npouecchl
COMNMpPOBOXAEHUSA

- Coop
- Hopmanunsauus

SIEM

- Arperauus

CobbiTud

XXypHanbl OU3HEC-CUCTEM,

CYBb/A, ceteBoro
obopyaoBaHUSA

« Koppenauua

o [1pnoputesauymnd
- Kateropusaumsa e« XpaHeHue

- Busyanmnsauus

Bnagenbsubl npoueccos, NC
B3anmogencrteme B pamMkax

paccnenoBaHus

IRP/Service desk

CobbiTua b

NMHumnpaeHTbI
nb

Cpeacrsa 3awmThbl

nHcopmauunm

YBepgomneHue o6 nHumngeHtax b

3anpoc Ha 06paboTKy

OT4yeT 0 3aKpbITUMN

PeFVICTpa umMa MHUMAEeHTOB

OnepaTtopbl

e« MOHUTOPWHI

- BbiaBneHune

- [1lpnopuntnsauymda
- PearnpoBaHue

ConpoBoxpaeHue

l MNucdhopmaumoHHan
I I 6e30nacHoOCTb

pynna pearupoBaHus

[MpoBegeHne MeponpuATUi NO UTOram
paccnenoBaHus

* OTuyeT 0 paccnegoBaHuun
|

AHanNnUTuUKun

- PaccnepoBaHue
- PekomeHpauuu
« 3aKpbiTHe

CospaHue | PekoMeHAaLmMM
HoBbIx | Mo USMEHEHUIo
npasun | UC, C31

I
|
I
I
I
|
I
I
|
I

NHXXeHepbl

- OBecneyeHune

PAaboTOCNOCOOHOCTM
- BHeceHne nsmeHeHum

14



RT Protect EDR £
e o o

4 N \

\
RT Protect EDR
— cuctema obHapyXXeHuda LueneHanpaB/ieHHbIX aTak
Ha KOHEYHbIX YCTpOMNCTBax, obecneymBaroLLada
aBTOMaTM4eCckoe nNpoTuBoAenNCTBME. P

RT Protect EDR - aktyanbHoe cpenctso 3awmnTtbl b,
otpasusluee 100% atak Ha KnbepnonuroHe 2024

PT-Vb 3a 2024 roa BbISABN1E€HO:

P YBenuueHue KONMYECTBa BHYTPEHHMX U P> YBEIMYEHMe KOIMYeCTBa aTak Ha

BHELWHMX aTaK Ha opraHn3auunmu FOCy4HpeXAeHNA NMPakKTNHeCKN
B 1,5 pasa B 2 pa3a
*No cpaBHeHMIO ¢ gaHHbIMK 2023 roaa *Nno cpaBHeHMIO ¢ gaHHbIMK 2023 roaa

MeTtopnonorusa atak B 2024 roagy

8

@ 3apaxenue BMO
@ Oxcnnyataums yass.

CeTeBble aTaku

KomnponeTtauusa Y3
@® VicnonbsosaHue MO

OcTanbHoe

l- PT
UucdhopmaumoHHas
6e3onacHoCTb
15 L J



Knaccunueckue sapaum EDR

C6op TenemeTtpum (ingest)

[Mpouecchl

dannosas cucrtema
PeecTp

CeTtb

Apgpeca B namaTu
[lonb3oBaTenu v rpynnol
WMI

ABTO3arpysku

PasnnyHblie ckpuntbl (PowerShell,
AMSI, Bash n npou.)

O6HapyxeHue (detection)

loC / IoA

ABTOMaTM3NpPOBAHHOE BbisiBeHne cnegos u TTP
aTaKyoLwmnx

YARA

ABTOMaTVI3VIpOBaHHOe BblAB/1IEHNE
MHCTPYMEHTOB aTaKyOLWNX

Vulnerability management

CBoeBpeMeHHoe onoBsellieHne 06
YA3BMMOCTSAX

Threat hunting

PyuyHol NnpoakTuBHbLI Nnouck cnegos / TPP
aTaKYOLLNX

3onoton obpas

OTcnexunBaHue 6enoro cnncka Mo

PearunpoBaHue (response)

CkaumBaHue / 3arpyska /
yaaneHue dannos

3aBepLlueHune npouecca
CO60p AaHHbIX

N3onauma xocTta
NHTepakTBHas KOHCO/b

3anyckK npoueccoB / CKpUNToB
(bash)

AHTULWINGPOBASbLLNK

ABTOMatTn4yeckoe 6/10KMpoBaHme
no xewy, UMeHN

090000000 — 00000 00 EDR 0000000

16



PDPyHkuuu EDR i B
e EEEE—— L

NHankaTopbl aTak 3awuTta oT BUpPyCcoOB-BbIMoOrartenen

U 3arpyxaembix Mmoayneun
CoO6CcTBEHHbIE NpaBuia

BbIAB/IEHUS YIPO3 C UHTYUTUBHO
NMOHATHbIM MeéXaHNU3MOM
HanncaHuna IOA

= K peannsyeT 3aLuTy OT <M POBaNbLLMKOBY
o o o e o | naCCMCbMKaLWIﬂ MO MATPMLE @ KAaK KJ/1aCCa, d He eIro oTAae/1bHbIX
& L MITRE ATTACK PerynapHoe o6HOB/IeHNE

— )

=

—_

)

Ypo6bHas cuctema
ynpaBfeHUs MHANKaTopamm
aTak U nx Habopamu

OTtpenbHbIN MOAy/b Ha 6a3e 3BPUCTUHECKOr O
aHansa noBefeHus Nnporpamm:

npeacraBuTeneun
@ cneunanucramm Tl P=A

OCYLLEeCTBNAET NPO3payvYHOe pe3epBnpoBaHmME
NONb30BaTE/IbCKUX (hanioB

KoHBepTtep Sigma npasurn

—I-Q—I-
il

MHaukKaTopbl KOMNpoOMeTaLuum
1

YoobHaa cuctema ynpaBneHna nHankatopamm

MHoroo6pa3sune TMNoB NHANKATOPOB KOMMNpOMeTaLumn
KOMMPOMETaLnm 1 nx Habopamu

17



l UHdopmaLmoHHas
I I 6e30nacHoCTb

Threat Hunting C6op AaHHbIX XXYPHasioB
: AHanntTnka no ] i B3anmopgencrtemne ¢ nobbiMu — Bo3MOXHOCTL cOopa XypHanoB CO
j\ noBefeHYeCKMUM Npu3HaKam L] npoBaigepamm XypHanos cpencTs 3alunTbl MHoOpMaLMK
Windows 3aKa3sumka

M6KMM Nouck yrpos _ _
boraTtbin UHCTPYMEHTapun

BbiCTpbI 1 YAOOHbI NOUCK YrpoO3 B paccneﬂOBaHMVI VIHLI,VIneHTOB
KOpPMNopaTtuBHOW CETM NO COObLITUAM
EDR
—F YpoobHoe npepcraBneHne 3 CBefeHnsa o pacnpoCcTPaHEHHOCTH
HacTtpanBaemasa punetpaumns ] ,@ 5 A EEE\? A pacnpocTp
i SLITUIA MO DAZAMYHLIM o aKTMBHOCTU MNPOLECCOB B BMAE 2]  NOAO03PUTENbHbLIX NCMOJTHAEMbIX
L P aepesa Cco CBOAHOM MHopMaUnen = MOOYNEN B areHTCKON ceTun
TRl Sy O KJ/TI0YEBbIX COOLITUAX
DSL B
O3MOXXHOCTb MCMNO/Ib30BaHNA A3bIKA
v DSL gona npoagBuHyTON donnbTpaumnmn .
AHanus 3anyckaembix bannos

. CUTHATYPHI } 3BPUCTUYECKM @ flerkoBecHad Moaenb
. O

Q M aHanns N aHanNn3 MaLUMHHOIO
o0y4yeHus

18



RT Protect TI
e 2

\_

RT Protect Tl

— nnatdopma, NpegocraBngaoLLasd PyHKUMOHAN No arperaumm, Koppenaumm
N XPaHEHUIO AaHHbIX O KNMOepyrpo3sax, obecnevyeHUo CBOEBPEMEHHOCTH
MEp pearmpoBaHung, a TakXXe akTyanimsauum aKCrnepTusobl.

~

J

p OnpegeneHne MOTUBOB, LENEN, TAKTUK N TEXHMK aTaKyoLMX

P AKTyanmsauusa 3KCrnepTu3b
P [lononHeHne 6a3bl 3HaHUM 06 akTyasbHbIX Yyrpo3ax

» AHann3s yrpo3s, 3athuKCUpoBaHHbIX B MHPACTPYKTYpE
3aKa34nKoB

p Ob6oralleHne npu paccnegoBaHUnM MHUMAOEHTOB
p PacnpocTtpaHeHue HabopoB aHanntnkn EDR

» YrnybneHne nHrterpaunm co BCEMMN npoLeccamm
» OcHoBa pearmpoBaHusa — EDR

p [NpnoputeT. npoakTMBHAaA 3aLyMTa

l UHdopmaLmoHHas
I I 6e30nacHoOCTb

OHNnawvH -

cepBuChI Sandbox

Tl-nnatcpopma EASM

AreHTt EDR




NpakTuueckue

pe3ynbrarthbl

RT Protect TI
S EE—— g g

} BblgeneHmne ctatuctuku
oOHapyXeHuni no OpraHnlsaunsam

} PeTpocnekTtnBHbIN nonck no |OC am

P Kak pesynerar, oGHapyxeHume
MHOXECTBEHHbIX aTak Ha KNoYeBble
OpraHnsauuni

l- PT
WUHdopmaumoHHas
oo = mm mm = = == = —y 6e30nacHoCTb
1 h L J
AHanuTuk

2.
Bepawukr,
|OC, IOA
Tl-nnartdopma

3.10C, 3.10C,

1. OGHapyxeHune 10A 4. O6HapyxeHne |op 4. OGHapyxeHune

OpraHusauua OpraHunsauyusa OpraHusauusa
A b B
bnoknpoBaHue bnoknpoBaHue

AkTnBHas pa6borta BINO
|
|

PaccnepoBaHne

-
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RT Protect EASM (" RT Protect EASM A
PECYpPCOB, AOCTYMHbIX U3 00LLEA0CTYNHOM CceTn

NHTEepHET, a TakXXe NoncKa Ux yasBmMoCcTen U aHoOManmm

_J

EASM npeacraBnsetr cobou ynpaBrieHne puckamm KnbepbesonacHoCTU, CBA3aHHbIMU C BHELWWHUMU LU poBbIMU
aKTMBaMMm opraHusaumm, 4Yto No3BOJISET BbIAB/ATb USMEHEHUSA B COCTABE BHELLUHEro nepumMeTpa opraHmnsauyumu,
OTC/IEXUBATb YTEUKN UHPOPMaLUN, CBA3AHHbIE C KOMMNAHUEN, @ TaKXKe AOMEHHbIE UMEHA, KOTOPbIE MOTryT ObITb
NCMO/1b30BaHbl A9 PULLNHIOBbLIX PAaCChI/IOK.

Pewaemble 3agaun:

01. YmeHbLIEeHe CPOKOB 1 3aTpaT Ha NMPOBeAeHVe aHanM3a 3alMLLEHHOCTY 1 MEeHTeCTa 3a cYeT aBToMaTn3aLUmm
02. Nowck yTeuek nHgoopmaumm

03. AsTromaTtuzauus OOHapy>XeHUs NoTeEHUMANIbHO PULLMHIOBbLIX JOMEHOB

04. OTobpaxkeHne peTpocnekTMBHOM MHpopmMaumm o6 N3MeEHEHUN 3aLLULLLEHHOCTUN OpraHn3auum

05. OnepatuBHoe 06HapyxeHne 0-day ys3BUMOCTE

l- PT
MNucdhopmaumoHHas
6e30MnacHoCTb
21 L J



BoamoxHoctnu EASM
s~

InaeHas cTpanmua
Pe3yllb‘l’a‘l’bl i ® AxtueHoe ckanuposaHue (2641) - 79.5%

e Mowuck yreuex (137) - 4.1%
@ Mowck yassumocreii (370) - 11.1%

® Ovwwmnr (175) - 5.3%

010 I_IaCCMBHoe CKaHMpOBaHme : I-IOMCK HOHHOMeHOB M ip_aﬂ.peCOB Bcero pesynstaroe: 3323

02 AKTUBHOE CKaHMpOBaHWe — onpeaeneHne
* OTKPbITbIX MOPTOB, CEPBUCOB N CYyXO

03. lMNMouck yasBumMocTel B AOCTYMHbIX CepBUcax

04. Ananuns Be6-cepBUCOB — MOUCK YA3BUMbIX U
yCTapeBLUMX KOMIMOHEHTOB, MAaCCUBHbLIN MOUCK
YA3BUMOCTEN HA OCHOBAaHNN BEPCUN CEPBMUCA

05. Bpyrdhopc — nepebop avpekTopwii Ha caiite 1 dns UMeH

06. MNowck YUYETHbIX 3anncen B NyONNYHbLIX YTeukKax MHpopMauunm

r9RT
L Protect © 203

l- PT
UHdopmaumoHHas
6e3onacHoCTb
L J 22



RT Protect EASM
S

PelwleHue no3Bonser:

P Onpenenntb USMEHEHUSA Ha BHELLHEM CETEBOM MepumeTpe
opraHusaumm

P HaxoauTb v akcnyaTMpoBaTh YA3BUMOCTH

P> VickaTb yTeUkM YUETHBIX 3anmncei B OTKPbITbIX MCTOYHUKAX
P Onpenenatb ya3BUMblE KOMMOHEHTbI Ha BeG-cepBucax
> OOHapyXuUTb pecypchbl, AOCTYMHble N3 cetn HTepHeT

> CobupaTtb nHpopmauunto o SSL-ceptndmkatax Ha BHELLUHUX
cepBucax

[MpOeKT NOCTPOEH NO MPUHLUMY MUKPOCEPBUCHOW apXUTEKTYPbI, YTO NO3BOIAET
MacLUTabnpoBaTb HEOOXOANMbIE CEPBUCHI B 3aBUCUMOCTM OT Harpy3ku.

l UHdopmaLmoHHas
I I 6e30nacHoOCTb

Beb-nHTEepdenc npoekta NO3BOJMSAET B
peasibHOM BpeMeHM oTobpaxaTtb MHPOPMaLUIO
O CKaHUPYEMbIX OOMEHAX.

PAC



RT PrOteCt NTA rRT Protect NTA (cuctema aHanunsa ceteBoro Tpacpuka) \
— nomMoraet 3(PPEKTUBHO KOHTPO/IMPOBATb CETEBYO aKTUBHOCTb
—»» opraHmsaunmn, BbligBMATbE PakTbl HAPYLUEHUA NONMNTUKKM 6€30MNacHOCTU, B TOM
YMCne yTeukn KoHpuaeHumanbHoOMm nHgopmaumm, otkas B paboTe ceTeBbIX
kcepBVICOB N HAPYLUEHUSA CTaHOAPTHOro Npodnna ceteBbIX B3al/IMO,EI,el7ICTBl/Il7I.J

PeTpocneKTUBHbIAN aHaNus3 3axBaT Tpadmka

lE',eTaI'II/I?)aLl,l/IFI CeTeBOW aKTUBHOCTU paHee HAaKOM/MAeHHbIX 3axBaT ceTeBoro TpachKa C HECKOJIbKUX CeTeBbIX
OAHHbIX C YYEeTOM cneundmnkmn paccieayeMmoro MHUNMAOEHTa, NMHTEP(ENCOB OAHOBPEMEHHO C BO3SMOXXHOCTbIO

d TaKXXe BO3MOXHOCTb NMpMMeHeHNA HOBbIX aHA/TIN3aTOPOB olomanpau,MM.

N METOOOB aHA/TN3a.

Muterpauumsa ¢ SIEM-cuctemamm

MHpekcauma n knaccugukaumsa Tpacumka SKcnopT cobbiTnii B aHannsaTopoB Komnnekca.

PacuyeTt 1 3anmcb CTaTUCTUKMN CETEBOIO Tpagpmka B peasibHOM
BPeMEeHMU, BKtoYaLWwmn B cebs He meHee 20 ceTeBbIX

3anucb Tpadmka
napamMeTpoB UMHOEKCALUN.

[@apaHTMpoOBaHHAaA 3anNMcCb CETEBOIO Tpadumka Ha ANCK CO
ckopocTbio Ao 20 '6ut/c n npegocTaBfieHne ero Ansa aHanmnsa.

l- PT
MNucdhopmaumoHHas
6e30MnacHoCTb
2 L J



RT Protect NTA rer

MNucdhopmaumoHHan

. . ' I I 6e30nacHoCTb

MOHUTOPUHI B peasibHOM BPEMEHM NaeHTUMKaLuma NpoTOKO/IOB
OnepaTtnBHbIN MOHUTOPUHI COCTOAHNA CEeTU OnpepneneHune 6onee 1000 ceTeBbIX NMPOTOKO/OB, BKNOYas
opraHmsaunm B rpaddnyeckom n TabaimyHoOM NPUKIAOHON YPOBEHb NPUMTOXEHUA N CEPBUCOB.
npeacTaBneHnm.

feonokauyus

WHTerpauus c BHeWWHUMK NoeHTndpmnkaunsa reorpaumyeckomn NpuHagnexXxHoCTH

aHanusaTtopamMu Tpaduka CeTeBbIX aApPeCcoB UHAEKCUPYEMOTro Tpaduka.

[lepeHanpaBneHne Tpamnka Ha BHELLHNE
CUCTEMbI OBHAPYXXEHNA BTOPXEHUN.

AHanusartopbl Tpaduka

BbigsBneHne aHoManmm n atak B aBTOMaTUYECKOM
peXxunme C ripumeHeHnemMm MetToaonB MaTeEMaATUYECKOM
CTaTUCTUKN N MALLUNHHOT O 06y‘-IeHl/IFI.

PAS



Cxema pab6otbl RT Protect NTA

3axBaTbIBaET U COXpaHseT
BeCb Tpaduk cetu.

NHTepHeT Hamnep

(I

CeteBOMN
W03

3axBaTbIBaET U COXpaHseT
BeCb Tpauk ceTtun.

RAID-maccuB

NHaekcaTop

NHoekcnpyeT u
Knaccuuunpyet
Tpauk, 3anmcbiBaeT
MeTanHgopmauuto B b/.

BoiaBnatoT aHoMannm u
aTakm B aBTOMaTUYECKOM
pexunmMme C NPUMEHEHNEM
MEeTOA40B MaTteMaTn4eckom
CTaTUCTUKN N MALLMHHOIO
oby4yeHuns.

AHanusartopbl
o— 1L/ \
Al
O N\ L y
oI \ y

LleHTpan13oBaHHbI
MOHUTOPUHI
N ynpaB/ieHne Bcemu

KOMMoHeHTamMn Komnnekca.

YnpaBnsaoLwmm
cepBep
—
L @: ______
. CDe
- CDe
4= === ——_——— -
|
— N

Ba3a gaHHbIX

XpPaHUT CTAaTUCTUKY
Tpadunka, CobbITUS
aHanM3aTtopoB n
NONUTUKKN hunbTpaumnu
Tpadmka.

l WUHdopmaumoHHas
I I 6e30nacHoCTb

NHTYUTUBHO MOHATHbI

web-nHTepdgenc.
[NpepocraBnseT gaHHble Ang
aHanmsa Tpacuka u
BbINO/IHEHNS paccnefoBaHuUn.

KoHcONnb
orneparopa

QJshl 222

=
T

2GS
JlokanbHasa

CeTb
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RT link [

NMpeumywectBa RT link:

» KoHdbumaeHunanbHOCTb, 3aLMLEHHOCTb U UCKTIOYEHUE
yTeukn nHpopmaumm 6narogapsa KOHTENHepU3aunm

DLP, SIEM, AHTUBUpPYC

OnTnMmsaumns KoprnopatTMBHONM KOMMYHMKaLNN
6narogapsa eanHon nnatgopme

\ A 4

p [loBbllEHNE YPOBHSA NPUHATUA PELUEHUNR NMUHENRHBIMU
COTPYAHUKaM

» Hannuume Bcex coBpeMEHHbLIX PYHKUUN - ayano U
BUOEO 3BOHKU, FONOCOBbIE cOOBOLWeHnd, 4aT-00Thil,
KOPMNOpaTUBHbIE KaHa/lbl

l UHdopmaLmoHHas
I I 6e30nacHOCTb

, _ )
RT link — kopriopatnBHas nnatopmMa KOMMyHUKaUun aas B3anMogencTBus
mMexay paboTHMKaMM opraHm3aunn, paspadoTaHHas ona [ocyaapCTBEHHOW
.
% % -
® A Bupeo KopnopatuBHblie
SAShaAS YRAO SBOHICH KOHchepeHuuun KaHanbl
P 9
..||.||||||.||.. g
)
OTteyecTBEeHHOE Nonocosble
DLP
peLleHue COO5I.I.|,eHVIH
o a
o El
Yat 6 CoBmecTHadA 3
aT OO0Thbl pa60Ta aluTa AaHHbIX
D: D:
D =
MarasuH Active Direct K
annO)KeHVIVI Clive Directory Ppyrn poBepus
27



TexHunuyeckue Bo3MoXXHoctM RT link L ==
S ———— 4

D
«/| 3awmuta paHHbIX

KoHTenHepusauus
e 3alwundpoBaHHOE XpaHEHNE BCEX OAHHbIX
® YpaneHue BCeX JaHHbIX MO KOMaHAe € cepBepa
e KOHTpO/ib cncTteMbl OYHKLUNA

DLP, SIEM, aHTBUMpYycC

e [HTerpauusa c kopropatneHbeimmn DLP u SIEM
e [IpeaonpoBepka NOTOKOBbLIM aHTUBUPYCOM

AyteHTchukKaumsa nonb3oBaTeneun

e KopnopaTtnBHada ydeTtHasa 3anncb B Active Directory
e OpHopas3oBblv Nnaponb ns CMC
e JInuHbIi nonb3oBaTensckuh napone

Be3onacHOCTb NnepefaYvn gaHHbIX

e 3 Cnos WnpoBaHMS AaHHbIX

e be3onacHble nyw-HOTUMNKaLNK

e 3anpert pezepBHoro konnposaHus (iCloud, Google
Drive, Anpgekc.Anck u 1.4.)

%%
R

Bsaunmogeuncreue

FocteBOM focTtyn

[ocTeBblE Y4YeTHbIEe 3annMcun anqd BHELWHNX YHYHAaCTHNKOB
Co3zpaHune KOPMNMopatuBHOINo AoBepeEHHOIo KOHTYpPA

Pexxum KoHpnaeHUManbHOCTH

OTKpbITHE (hannoB CTPOro BHYTPU 3aLUMLLEHHOIO
XpaHunuLwa

3anpeT KonMpoBaHUs, MEPECHINIKN, COXPaHEHUS
coobLeHnn n pannos

3anpeT CKPUHLLOTOB M 3anncu sKpaHa

Tanmep aBTOMaTUYECKOro yaaneHna CoobLLeHns
OrpaHunyenmne «Mobile only»

Co3pgaHue paboumnx rpynn

MynbTucepBepHbIe BUOEO- U @yANO3BOHKN C
AEMOHCTpaLUnen sKkpaHa

MrHOBEHHbIV MONCK KOHTAKTOB Ha cepBepax

[NonHas nHterpauyms c Active Directory, nonck no ®U0O,
AO/IKHOCTU, NoApasaeneHunto

l- PT
UHdopmaLmoHHas

-

EEE UHd pacTpyKTypa

CepBepHasa nHpacTpykTypa

NHdppacTpykTypa Ha 500 TeIC. nonb3oBaTenemn
CootBetctByeT TpeboBaHuem Tier 3
AOQMWHUCTPpUPOBaAHNE CEPBEPHON
MHPPACTPYKTYPbl OCYLLECTBIAETCA KOMaHOOW
akcneptoB PT-UHdpopmaLmoHHasa 6e30nacHOCTb

28



PdDepepaumns
—_—————————— >

A PheKTUBHOCTD KOMMYHUKALIUN

KAAALLHUKOB
KOHLUEPH

P BO3MOXHOCTb co3aaTb pabouyto rpynny BHYTPWU
KOMMAaHUM U C BHELWHMM nonb3oBatenamm RT link

o POC3A

P MonHasa uHterpauus c Active Directory. MNouck konner
no ®NO, ooMKHOCTU, MOAPA3AENEHUIO N APYTUMN
nondam. B Tom uncne Ha cepBepax, CBA3aHHbIX

48A BEPTOJIETDI

0OBEPEHHbBIMM OTHOLLEHMAMU (TPACTOM) < BHCOKITOUHE @ Ficii

P Balum KOHTaKTbl Ha TenedoHe, 3aperncTPMpPoOBaHHbIE B
RT link — cpa3y otob6pa3arca B uncrne KoHtaktoB RT link

be30onacHOCTb
> |_|OI'IHbIl7I KOHTpOI‘Ib NMOTOKOB AAdHHbIX

P YcuneHHoe WwudpoBaHme

[ocTeBON KOHTYp

> BpeMeHHbIe dKKaYyHTbl /14 BHEWHNX YHACTHUKOB MPOEKTHbLIX NPy CeBepCTant?

PT

l MNucdhopmaumoHHas
6e30onacHoCTb
29 L J




AdbbekT ot ucnonbsosaHuda RT link

(|

@

OTKa3 OT CTOPOHHUX MPUNOXEHUN

HeT Heo6xoaAMMOCTN NepenmcbiBaTbCH B O4HOM
NPUIOXKEHUN, BUAEOKOHEPEHUNIO NPOBOAUTL B
OPYrom, @ AOKYMEHTbI OTNpaBnATb Mo no4yre. Bece
yHKUMN eCTb B O4HOM MecTe

YMeHbLUueHUue TpyaosaTpar

Bnarogaps MHTErpaunm ¢ pasiMyHbIMM CUCTEMAMU U
yaT- 60TamMuM KaapoBble TPpyao3aTpaThl 3HAUYNTENBHO
yMeHbLllaTca. Hanpumep, 3akas KagpoBOM CNpaBKy,
corylacoBaHMe KOMaHANMPOBKM M aBAaHCOBOIO OTHETa
MOXXHO OCYLLECTBUTb CAMOCTOATE/BHO

Non6op nepcoHana

BbicTpanBaHMe KOpPropaTUBHOW KyNnbTypbl, 00y4eHne n
aganTaumsa nepcoHana B ogHoM mecTe. lNepcoHarbHble
YyaTbl A9 OOLLEHUA C KaHaMaaTamu, rpynnoBble YaThl
ONA PEKPYTEPOB N 0OCYXAEHNA pe3tome

PacuéTHblie nucTbl

Lekabpb

BbinnavyeHo:

Hosbpb

BbinnaveHo:

OkTa6pb

BbinnayeHo:

OTnycka

Mou 3a9BKHU

OTtnyck 6e3 coxpaHeHus 3apaboTHOM NNaTbi

27.02.2023 — 28.02.2023 (2 oHs)

E>XxerogHbii onnavnBaemMelil 0TNyckK

06.04.2023 — 19.04.2023 (14 aHen)

l WUHdopmaumoHHas
I I 6e30nacHoCTb

KomaHgupoBKu

Mou 3a9BKHU

Cankr-lNetepbypr

Llenb: 3HaKOMCTBO C HOBbIMU COTpyaAHUKaMH

02.03.2023 — 07.03.2023 (6 nHen)

Ka3zaHb

Llenb: noceweHue ceMnuHapa

30



RT PrOteCt Awa reness (RT Protect Awareness \
—’” — nnaTchopma Mo MOBbILLEHNIO OCBEAOMAEHHOCTH

CZOpr,EI,HVIKOB B cpepe nHdpopmayMoHHomM 6e30nacHOCTH J

TeOpeTM‘-IeCKaFI CcocCTaB/dAOLllaA

RT Protect Awareness B nerkou u
NOHATHON popMe NMoBbILLAET
OCBEeAOM/IEHHOCTb PabOTHUKOB B
chepe MHPOPMaLMOHHOM
6e30MnacHOCTN U LM POBON MMIUEHDI.

O6yuvatowmne TectoBble
KYpPCbl 3agaHng

[Toy nomMoLmM MMUTaALUN PULLMHITOBbIX
P L atl ® © NpakTnyeckasa cocrtaBnsaoLan

PACCbI/TIOK Y KOMIMaHNN €CTb

BO3MOXHOCTb NPOBEPUTL CTEMNEHbL MopnpoGHas BoiasneHue
dHAJ/INTUKA YA3BUNMbIX
YA3BUMOCTN PaOOTHMNKOB PaGOTHUKOB

K OENCTBUAM 3/10YMbILLTIEHHUKA.

Nmutaunga BupycHble
dJoULInHra B/TOXEHUA

l- PT
MNucdhopmaumoHHas
6e30MnacHoCTb
ol L J



RT Protect Awareness
-

Mo KakuM NpUYUHaAM NMPOUCXOAUT B3/1OM MHDPACTPYKTYpPbl KOMNaHUu?

O1.

02.

BonblWMHCTBO pabOTHMKOB HE 3HAaOT OCHOB
LMPPOBON FTMIrMeHbl, NO3TOMY Xas/laTHO OTHOCATCH
K MHpOpMaLMOHHOW 6e30MacHOCTMU NMpu
NCMO/Ib30BaHUN NIUYHbIX 1 KOPMOPATUBHbIX
YCTPOWNCTB.

Y KoOMNaHuM OTCYTCTBYET BO3MOXHOCTb
KOHTPO/IMPOBAaTh YPOBEHb 3HAHUM
CBOWX PAOOTHUNKOB.

03.

04.

B KOMNaHMsAX OTCYTCTBYET MHCTPYMEHT,
C MOMOLLbIO KOTOPOrO MOXHO NPOBEPUTb

O0encrtemna paboTHMKOB B CUTYyaLUAX,
NPUONNXEHHbIX K peanibHOW aTake.

Y pykoBoguteneu HeT nogpoOHOW aHaMUTUKK
NO YPOBHIO NOArOTOBKN PAaBbOTHUKOB U
CTEMEHN UX YA3BUMOCTU K AENCTBUAM
3/10YMbILLTEHHUKOB.

32



Y10 BK/IIOUAeT B cebna?

NMmutaung
dunwnHra
Cucrtema
Habop TErMpoBaHUS
KprO B oGpawenmn ¢ ywerHsu
sty ool
Pepaktop
LLa®/TOHOB

Beronacoctin

B OpCKMe e =T T T ey G 3K TUPOBAHME CTRAHN LBl COSISIUG T (COP b,
—
KYPCbl

------- pabote

.........

AHannTnyeckue
oTyeThl



Ayaut Ub
——————— >

Ayaunt b
— oueHka coctosaHna UT-mHdpacTpyKTypbl OpraHn3aumnm

AyanTt nicpopmaLuMoOHHON 6€30MaCHOCTU — MEPONMPUATUA MO OLLEHKE TEKYLLErO COCTOAHUSA 3aLlMTbl OObEKTA
oueHkun (NT-nHppacTpyktypa, 00 beKT MHpopmaTMaumm, MHPOPMaUMOHHAA CUCTEMA M NP.) HA COOTBETCTBUE
TpeboBaHNAM 3akoHoAaTenibcTtBa PO B 06/1aCTU 3aLLNTLI MUHPOPMALMK, @ TaKXe BbIABIEHNA YA3BUMOCTEN U

NOTEHLUMA/IbHbLIX YrPO3 NMHPOPMALMOHHON 6e30MaCcHOCT!.

Korpa Heob6xoaum ayauT?

01. OrtcyrcTBME 3HAHWMIA O TEKYLLEM COCTOSHUN 3aLLMUThI 05.
oO0bekTa MHpopmaTnsaumm n nopagke o6padoTku
MHpopMaunu.

02. Huskaa ocBegoOMIEHHOCTb 06 OPraHN3aLMOHHBIX U 06.

TEXHUYECKMX Mepax 3aLmTbl MHGOPMALIUN.

03. OrcyrcTBME MK HeaKTyanbHOCTb OPraHM3aLYOHHO-
pacnopaanTenbHbIX JOKYMeHTOB B o6nacTtu Ub.

08.

04, OTcyTCcTBME NOHMMaHMA npoueccoB obecrneveHnda Ub.

34

HeadhdhekTnBHbLIN BbIOOP peLueHunin,
HECOOTBETCTBYIOLWNX pnuckam Nb, cHmxeHne

3P PEKTUBHOCTN MOAYMEN 3aLUUTHI.

OTcytctBue cTtpatermm Ub.

HenpoayktnBHaa aedatenibHOCTb PabOTHUKOB
noapasaenexHna Ub.

OTcyTCcTBME BO3MOXHOCTU SPPEKTUBHOM OLLEHKN PUCKOB
Nb B cocTtaBe onepaunoHHbIX
PUCKOB KOMMAaHUMN.

l MNucdhopmaumoHHas
I I 6e30MnacHoCTb



TexHonorums

~ B

[lpoBeageHmne NHTEPBLIO C
PAabOTHNUKAMUN C UCMNOJIb3OBAHNEM
CTaHAapPTM30BaHHbIX OMPOCHLIX JIMCTOB.

_ ,
- b

AHanNn3 opraHM3auUnoHHO-
pacnopaanTenbHOWM OOKYMEeHTaumm
no o6ecneveHuto Ub.

g y,
(e R

OueHKa akTyanbHOCTU PU3NYECKNX
MeXaHM3MOB 6e30MacHOCTMW.

Y

l- PT
UHdopmaLmoHHas

I I 6e30nacHoCTb

- )
YT1BEpXaeHNne MeTtogoB aHanm3a
COCTOSAHMSA 3aLLMNTbl MHOPMALUW.

\_ Y,
é )
IHoKyMeHTUpOBaHME CUCTEMbI U aHaNn3

PUCKOB.

- W,

& )
OueHka npoueccoB obecrneveHus Vb
B OpraHusaunu, ksanngunkaumm
PAabOTHUKOB U Ap.

- W,

é )
dopmMMpoOBaHME OTHETA N CNNUCKA
pekoMeHgaunn rno npoBegeHHbIM
paboTam.

\_ Y,
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HaMm goBepsloT

' . PocTex
PT-3HeproaghghexTHBHOCTH

1 &

PocTex KAMA1Z

OBbEANHEHHASA
‘ ABUACTPOUTEJIbHASA

@ oax

@KE" = CMBEP UHauuméno

£ RHICOKOTOUHBIE
KOMAEKCh

,ga

HOBMKOMBAHK

KOHTaKTDI

Appec: 117587/, r.
MockBa, BapLuaBckoe
Locce, gom 118, kopnyc 1

Tel.: +7 (499) 390-/9-05
E-mail: info@rt-ib.ru

Cawur: rt-ib.ru

PT

l NHdopMmaLMoHHanA
I I 6e30onacHoOCTb
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